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How EMV, Encryption, and Tokenization Protect Transactions

Card-Present Transactions

Counterfeit cards

Card authentication

Cord-Not-Present Transactions

Not applicable. Not applicable

Re-using stolen data

Dynamic data

Can be used with

Stealing data in transit
Stealing data at rest
Re-using stolen data

Tokenization

Lost/stolen cards (with PIN) [Cardholder verification (PIN)

Specific-use or limited-use
token replacement for
payment card data®

separate reader, but
not widely deployed.

Stealing data in Specific-use or

transit limited-use token
Stealing data at rest |replacement for
Re-using stolen data|payment card data
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In payment, expectations for trust and cost efficiency are rising

Previous generations of payment technologies are progressively replaced
to reach new marke! expectations for secunty and cost efficiency
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